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Learning ObjectivesLearning Objectives

Describe unique characteristics of Describe unique characteristics of 
continuity planning for a pandemic continuity planning for a pandemic 
compared to other types of disasterscompared to other types of disasters

Identify key components of business Identify key components of business 
continuity planscontinuity plans

List steps health departments can take List steps health departments can take 
now to prepare for pandemic influenzanow to prepare for pandemic influenza



Your Organization is a Your Organization is a 
BusinessBusiness

Providing goods or servicesProviding goods or services
CustomersCustomers
Human ResourcesHuman Resources
Revenue streamsRevenue streams
Physical PlantPhysical Plant
IT InfrastructureIT Infrastructure
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What is Business What is Business 
Continuity?Continuity?
Business continuity refers to all the Business continuity refers to all the 
policies, plans, arrangements and policies, plans, arrangements and 
procedures any organization develops procedures any organization develops 
to enable an organization to respond to enable an organization to respond 
to disruptive events, and resume or to disruptive events, and resume or 
continue performing critical functions continue performing critical functions 
after an interruption.after an interruption.

Source:  Disaster Recovery Journal GlossarySource:  Disaster Recovery Journal Glossary



Business Continuity Business Continuity 
During a PandemicDuring a Pandemic

Most organizations have some Most organizations have some 
experience dealing with natural experience dealing with natural 
disastersdisasters
–– HurricanesHurricanes
–– TornadoesTornadoes
–– Winter StormsWinter Storms
–– FloodingFlooding

Pandemic influenza is uniquePandemic influenza is unique



Hurricanes Hurricanes -- 20052005
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Traditional Disasters and Traditional Disasters and 
Pandemics Pandemics -- DifferencesDifferences

Natural Natural 
DisasterDisaster

Pandemic Pandemic 
InfluenzaInfluenza

TimeframeTimeframe

EffectsEffects

AreaArea

Relatively short Relatively short 
(< 6 weeks)(< 6 weeks)

Up to 18 Up to 18 
months, with months, with 
repeated wavesrepeated waves

Physical Physical 
infrastructureinfrastructure

Human Human 
resourcesresources

Defined Defined 
geographical geographical 
areaarea

All areas at All areas at 
onceonce



Traditional Disasters and Traditional Disasters and 
Pandemics Pandemics -- SimilaritiesSimilarities

Advance planning is criticalAdvance planning is critical
Social disruption is predictableSocial disruption is predictable
Neither hurricanes nor pandemics can Neither hurricanes nor pandemics can 
be prevented, but they can be be prevented, but they can be 
prepared forprepared for
Mental health concerns are significantMental health concerns are significant



Key Public Health Concerns Key Public Health Concerns 
–– Natural DisastersNatural Disasters

Physical InjuriesPhysical Injuries
Surveillance and Surveillance and 
response to infectious response to infectious 
disease outbreaksdisease outbreaks
Mental stress for both Mental stress for both 
those impacted and those impacted and 
respondersresponders



Key Public Health Key Public Health 
Concerns Concerns -- PandemicsPandemics

Surveillance and Surveillance and 
reportingreporting
Limiting spread of Limiting spread of 
infectioninfection
Triage of limited Triage of limited 
health resourceshealth resources
Managing Managing 
community mental community mental 
healthhealth



Impact of Pandemic on Impact of Pandemic on 
CommunitiesCommunities

Economic disruptionEconomic disruption
MorbidityMorbidity
MortalityMortality
Mental duressMental duress



Key AssumptionsKey Assumptions

Anticipate absenteeism of up to 30% Anticipate absenteeism of up to 30% 
of workforce at all levels of of workforce at all levels of 
organizationorganization
Expect multiple waves of infection, Expect multiple waves of infection, 
spaced 3spaced 3--6 months apart6 months apart
Each wave of pandemic could last 6 Each wave of pandemic could last 6 
weeks to 6 monthsweeks to 6 months



Staff PerceptionsStaff Perceptions

In April 2006, Johns Hopkins published In April 2006, Johns Hopkins published 
data suggesting that almost 50% of data suggesting that almost 50% of 
local public health workers did not local public health workers did not 
plan to come to work during a plan to come to work during a 
pandemic pandemic (www.biomedcentral.com/1471(www.biomedcentral.com/1471--2458/6/992458/6/99))

Staff roles may change during a Staff roles may change during a 
pandemic; this must be planned for in pandemic; this must be planned for in 
advanceadvance



Begin with Personal Begin with Personal 
PreparednessPreparedness

Develop Household Develop Household 
Disaster PlanDisaster Plan
–– CommunicationCommunication
–– ChildcareChildcare
–– PetsPets
–– Special NeedsSpecial Needs

Prepare Disaster Prepare Disaster 
Supply KitSupply Kit



Business Continuity Business Continuity 
Planning StepsPlanning Steps

Step 5 
Maintain & Improve

Step 3
Create Plans

Step 1 Define 
Requirements

Step 2 
Develop Strategies

Step 4
Educate & Validate



Step 1 Step 1 –– Determine Determine 
RequirementsRequirements

What are the critical functions that What are the critical functions that 
mustmust be done for your organization to be done for your organization to 
remain viable?remain viable?
–– Differences: Public vs. Private SectorDifferences: Public vs. Private Sector
Not everything can be considered Not everything can be considered 
criticalcritical
Which functions Which functions mustmust be performed be performed 
onsite, which can be done remotely?onsite, which can be done remotely?



Step 1: Determine RequirementsStep 1: Determine Requirements
Criteria for Determining Essential Criteria for Determining Essential 
Services (in the Public Sector)Services (in the Public Sector)

Services that: Services that: 
–– Are under increased demand during Are under increased demand during 

a pandemic to fulfill basic a pandemic to fulfill basic 
necessities and social needsnecessities and social needs

–– Directly support reduction in deaths Directly support reduction in deaths 
and hospitalizationsand hospitalizations

–– Function in healthcare sector or Function in healthcare sector or 
emergency servicesemergency services



Step 1: Determine RequirementsStep 1: Determine Requirements
Examples of Critical ServicesExamples of Critical Services

Death care servicesDeath care services
EMS organizationsEMS organizations
Fire Services Fire Services 
agenciesagencies
Food suppliersFood suppliers
Government Government 
agenciesagencies
Law Enforcement Law Enforcement 
agenciesagencies

Hospitals and clinicsHospitals and clinics
PharmaciesPharmacies
Media organizationsMedia organizations
Public Health Public Health 
servicesservices
Public Public 
transportation transportation 
agenciesagencies
Public UtilitiesPublic Utilities



Step 2 Step 2 –– Develop Develop 
Strategies Strategies 

Once critical functions are identified, Once critical functions are identified, 
determine resources necessary and determine resources necessary and 
strategies for assuring their availability strategies for assuring their availability 
to perform critical functionsto perform critical functions
Resources and strategies to be Resources and strategies to be 
considered include financial, considered include financial, 
information technology resources, and information technology resources, and 
human resourceshuman resources



Step 2 Step 2 –– Develop StrategiesDevelop Strategies
Possible Pandemic Business Continuity Possible Pandemic Business Continuity 
StrategiesStrategies

Change in work schedules (e.g., Change in work schedules (e.g., 
extend to 12extend to 12--hour shifts)hour shifts)
TelecommutingTelecommuting
Video ConferencingVideo Conferencing
Use of Personal Protective Use of Personal Protective 
EquipmentEquipment



Step 3 Step 3 –– Create PlansCreate Plans

Write out policies, procedures, and other Write out policies, procedures, and other 
processes necessary to articulate the critical processes necessary to articulate the critical 
functions, document the needed resources, functions, document the needed resources, 
and describe strategy for continuityand describe strategy for continuity
Refer to roles, responsibilities and functions, Refer to roles, responsibilities and functions, 
not specific persons in organizationnot specific persons in organization
Create matrix to show which Create matrix to show which 
positions/departments need to positions/departments need to ““back upback up””
othersothers



Step 3: Step 3: 
Create PlansCreate Plans
Job Action Job Action 
SheetsSheets

Job TitleJob Title
Job MissionJob Mission
Supervisor NameSupervisor Name
Immediate DutiesImmediate Duties
OnOn--going Dutiesgoing Duties
Extended DutiesExtended Duties



Step 3: Create PlansStep 3: Create Plans
Gather Data for Constructing the PlanGather Data for Constructing the Plan

Compile key information to include in Compile key information to include in 
your plan:your plan:
–– Employee Lists/Staff directoriesEmployee Lists/Staff directories
–– Hardware/Software/Asset inventoriesHardware/Software/Asset inventories
–– Vendor listsVendor lists
–– IT architecture documentsIT architecture documents
–– Leadership succession plansLeadership succession plans



Step 3: Create PlansStep 3: Create Plans

Outline Outline 
internal/external internal/external 
notification notification 
protocols protocols 
Determine triggers Determine triggers 
for activation of for activation of 
business continuity business continuity 
plans  plans  

http://www.ncsu.edu/ehs/BCP/documents/IncidentFlowDiagram.pdf



Step 4 Step 4 –– Educate and Educate and 
ValidateValidate

Plans are no good if no one knows Plans are no good if no one knows 
about themabout them
Anyone could be impacted by Anyone could be impacted by 
pandemicpandemic——multiple people need to multiple people need to 
understand how to implement the planunderstand how to implement the plan
Plans need to be tested and validated Plans need to be tested and validated 
before a crisis occursbefore a crisis occurs



Step 4 Step 4 –– Educate and Educate and 
ValidateValidate

Create trainings Create trainings 
and exercises and exercises 
for staff to raise for staff to raise 
awareness of awareness of 
the planthe plan
Validate Validate 
assumptions of assumptions of 
the planthe plan



Step 5 Step 5 –– Maintain and Maintain and 
ImproveImprove

Testing will reveal areas of plan that Testing will reveal areas of plan that 
need to be reworked or improvedneed to be reworked or improved
Someone or some team within the Someone or some team within the 
organization needs to regularly update organization needs to regularly update 
planplan
Everyone in organization needs to Everyone in organization needs to 
understand his or her role in a crisisunderstand his or her role in a crisis



Elements of Business Elements of Business 
Continuity PlansContinuity Plans



Key Issues to Consider in Key Issues to Consider in 
Business Continuity PlansBusiness Continuity Plans

Continuity of Continuity of 
ServicesServices
Public and Media Public and Media 
RelationsRelations
SecuritySecurity
Internal/External Internal/External 
CommunicationsCommunications

Supply Chains: Supply Chains: 
Critical Critical 
Inputs/OutputsInputs/Outputs
Legal IssuesLegal Issues
Information Information 
Systems, Systems, 
Technology and Technology and 
DatabasesDatabases
Employee Employee 
Health/SafetyHealth/Safety

http://cidrapsource.com/source/index.html



Continuity of ServicesContinuity of Services

Prioritization of business activitiesPrioritization of business activities
Chain of command / succession Chain of command / succession 
planningplanning
Cross training of staffCross training of staff
–– Job sheets with key responsibilities for Job sheets with key responsibilities for 

each positioneach position



Employee Health and Employee Health and 
SafetySafety

Promotion of personal preparednessPromotion of personal preparedness
Stockpiling of PPEStockpiling of PPE
Review of HR policies Review of HR policies –– leave, travel, leave, travel, 
insuranceinsurance
Workplace infection controlWorkplace infection control
Preparation for mental health services Preparation for mental health services 
via employee assistance programsvia employee assistance programs



CommunicationCommunication

Emergency Communications PlanEmergency Communications Plan
Contact lists and call treesContact lists and call trees
Method for communication with Method for communication with 
customerscustomers
Method for communication with Method for communication with 
supplierssuppliers
Redundant modes of communicationRedundant modes of communication



Remote AccessRemote Access

During pandemics, schools and During pandemics, schools and 
childcare may be closed for weeks or childcare may be closed for weeks or 
monthsmonths
Social distancing strategies may ask Social distancing strategies may ask 
nonnon--essential personnel to work from essential personnel to work from 
homehome
IT considerations include creating IT considerations include creating 
secure network access pathways secure network access pathways 



Information TechnologyInformation Technology

Storage of critical informationStorage of critical information
Data access and retrievalData access and retrieval
Secure access to all resources, not just Secure access to all resources, not just 
ee--mail, for remote workersmail, for remote workers
Routine system backRoutine system back--upsups
Personnel required to maintain Personnel required to maintain 
systemssystems
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ResourcesResources
http://http://cidrapsource.com/source/index.htmlcidrapsource.com/source/index.html

http://http://www.ready.gov/business/_downloads/sampleplan.pdfwww.ready.gov/business/_downloads/sampleplan.pdf

http://www.tampabaydisaster.org/fldisasterkit/pdfs/template.http://www.tampabaydisaster.org/fldisasterkit/pdfs/template.
pdfpdf

http://www.pandemicflu.gov/plan/workplaceplanning/index.hthttp://www.pandemicflu.gov/plan/workplaceplanning/index.ht
mlml

http://www.epi.state.nc.us/epi/gcdc/pandemic/AppendixS1_2http://www.epi.state.nc.us/epi/gcdc/pandemic/AppendixS1_2
007.pdf007.pdf

http://cidrapsource.com/source/index.html
http://www.tampabaydisaster.org/fldisasterkit/pdfs/template.pdf
http://www.tampabaydisaster.org/fldisasterkit/pdfs/template.pdf
http://www.pandemicflu.gov/plan/workplaceplanning/index.html
http://www.pandemicflu.gov/plan/workplaceplanning/index.html
http://www.epi.state.nc.us/epi/gcdc/pandemic/AppendixS1_2007.pdf
http://www.epi.state.nc.us/epi/gcdc/pandemic/AppendixS1_2007.pdf


ConclusionsConclusions

Business Continuity Plans should be Business Continuity Plans should be 
developed before events occurdeveloped before events occur

Business continuity planning for pandemics Business continuity planning for pandemics 
is different from planning for is different from planning for ““normalnormal””
disastersdisasters

Resources exist to help you, but each Resources exist to help you, but each 
organization has to develop its own plan organization has to develop its own plan 
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